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Privacy Notice for Endometriosis Centre Staff

BSGE Endometriosis Database

Last Updated: 6 March 2020

Introduction

The British Society for Gynaecological Endoscopy (“BSGE”/”we”/”our”) is committed to protecting your
privacy and meeting our legal obligations when;

e You agree to provide your contact information to the BSGE Endometriosis Centre Database (the
“Database”),

e You agree to provide patient medical data and follow up consultation information concerning
your patient’s post-surgery experiences.

This privacy notice explains what personal data BSGE collects from individuals who agree to take part as a
Endometriosis Centre in the BSGE Endometriosis Database (“you”/”your”).

As an information led organisation, we place great importance in ensuring the quality, confidentiality,
integrity and availability of the data we hold, and in meeting our data protection obligations where we
process personal data. BSGE is committed to protecting the security of your personal data. We use a
variety of technical and organisational measures to help protect your personal data from unauthorised
access, use or disclosure.

We update this privacy notice from time to time in response to changes in applicable laws and regulations,
to our processing practices and to products and services we offer. When changes are made, we will update
the ‘Last Updated’ date at the top of this page. Please review this privacy notice periodically to check for
updates.

Personal data we collect when you apply to become an accredited
Endometriosis Centre and BSGE Database user

The BSGE exists to improve standards, promote training and encourage the exchange of information in
minimal access surgery techniques. The BSGE Database provides a rich and valuable source of medical
information to help improve the post-surgical outcomes for patients by enabling medical staff to access
information, education and training as well as sharing knowledge and experiences with other
Endometriosis centre members who provide minimally invasive surgery in gynaecology.

When you first agree to provide your personal data to the Database we may collect, store and use the
following kinds of information: personal contact information (Name of medical staff at accredited centre,
address of base hospital, work phone number and work email address). This information will be collected
from you when you complete 'Application to be a PROVISIONAL (aspiring) BSGE Endometriosis Centre'.

Only BSGE staff and council members will have access to your data. Other Database users (Endometriosis
centres staff) will only be able to access their records.

Cookies & social media links

There are no cookies or social media links connected with Endometriosis Database.
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How we use your personal data when you provide your data to the
Database

Personal information submitted to us will be used for the purposes specified in this policy. We may use
your personal information to:

a) Improve the administration of the Database,

b) improve your user experience when adding or updating patient medical records,

c) send you email notifications which you have specifically requested,

d) deal with enquiries and complaints made by or about the Database,

e) verify and keep the Database secure and prevent fraud and ensure compliance with data
protection regulations.

We will not provide your personal information to any third parties, without your prior consent, to other
BSGE Endometriosis Centres that support and use the Database.

Basis for using your personal data

When we use your personal information we are required to have a lawful basis for doing so. There are
various different legal bases upon which we may rely, depending on what personal information we process
and why. The legal bases we may rely on include:

e consent: where you have given us clear consent for us to process your personal information for a
specific purpose,

¢ legal obligation: where our use of your personal information is necessary for us to comply with the
law (not including contractual obligations),

e vital interests: where our use of your personal information is necessary to protect you or someone
else’s life,

¢ public task: where our use of your personal information is necessary for us to perform a task in the
public interest or for our official functions, and the task or function has a clear basis in law

e contract: where our use of your personal information is necessary for a contract (e.g. out of hours
service agreement with a GP surgery) we have with you, or because you have asked us to take specific
steps before entering into a contract,

¢ |egitimate interests: where our use of your personal information is necessary for our legitimate
interests or the legitimate interests of a third party (unless there is a good reason to protect your
personal information, which overrides our legitimate interests).

For further details on when we collect personal information, what we collect as well as how we use it,
please read the following sections.

When information is What information we ask for | How and why we use your information
collected
When the Personal contact information |We ask for this information in order to populate
Endometriosis centre (Name of medical staff at the database with essential information with
applicant completes and | centre, address of base which to create a valuable resource of information
shares with us an hospital, work phone number |about centres that wish to access the Database.
'Application to be a i .
PP o and work email address and | \ye rely on your consent as the lawful basis for
PROVISIONAL (aspiring) | ; nature) . . . .
L 8 : collecting and using your personal information to
BSGE Endometriosis identif for developing b ical
Centre'. Centre staff details provided |t eEtlly areas for developing better surgica
may include; echniques.

For future patient advisory services, we rely upon

- Gynaecologists .
consent from consultants to be contacted by email
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When information is What information we ask for | How and why we use your information
collected
- Endometriosis Nurse to maintain and update patient records on the
Specialist database.
- Colorectal Surgeon For database management, forecasting &

statistical purposes we rely upon legitimate
interests to identify areas for improving database
- Pain Management Specialist |@dministration and developing new information
resources.

- Urologist

- Data Manager
For archiving purposes in the public interest or

- Trust CEO scientific purposes [Article 9(2)(j)] if it could be
shown that the data informs the medical
profession of good practice, leading to improved
medical interventions we rely upon your consent
to retain you medical records to the database in
aggregated form.

- Trust Medical Director

Sharing your data

We do not and will not share your personal information with any third parties other than BSGE accredited
Endometriosis Centres that support and use the Database. There are no centres outside the UK.

It is possible that we may be required to share your data to comply with applicable laws or with valid legal
processes, such as in response to a court order or with government or law enforcement agencies.

Security of your information

We will take reasonable technical and organisational precautions to prevent the loss, misuse or alteration
of your personal information. We will store all the personal information you provide on our secure
(password and firewall protected) servers.

While we use SSL encryption to protect data in transit, transmission of information over the internet is
inherently insecure, and we cannot guarantee the security of data sent over the internet.

Access to the Database by Endometriosis Centre staff is strictly controlled using two factor authentication.
Only your consultant and a deputy (if any) are to access your centre staff personal records.

How long we keep your data

We will retain your personal data for as long as it necessary for the purpose of our relationship or until
you object to us processing it or withdraw your consent.

Your Rights

Individuals whose personal data we hold, and process have the following rights:

e You have the right of access to your personal data and can request copies of it and information
about our processing of it.

e |[fthe personal data we hold about you in incorrect or incomplete, you can ask us to rectify or add
toit.
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e Where we are using your personal data with your consent, you can withdraw your consent at any
time.

e Where we are using your personal because it is in our legitimate interests to do so, you can object
to us using it this way.

e Insome circumstances, you can restrict our processing of your data, request a machine-readable
copy of your personal data to transfer to another service provider and compel us to erase your
personal data

If you wish to exercise your rights, please contact us at bsge@rcog.org.uk.

You will not have to pay a fee to access your personal data (or to exercise any of the other rights). However,
we may charge a reasonable fee if your request for access is clearly unfounded or excessive. Alternatively,
we may refuse to comply with the request in such circumstances.

In addition to the above, please note that you have the right to make a complaint at any time to the
Information Commissioner’s Office if you are concerned about the way in which we are handling your
personal data.

How to contact us

You can contact BSGE in relation to data protection and this privacy notice by writing to:

Vice President,
BSGE,

10-18 Union Street,
London

SE1 1S7

Alternatively, you can email us at bsge@rcog.org.uk.
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